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:   :   :   :   :   :   :   :   :   :   :   :   :   :   :   : 

:   :   :   :   :   :   :   :   :   :   :   :   :   :   :   : 

K2r 

K2 

Plaintext Block Input (16 Bytes) 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

Encrypting Round 1 
1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K1 

Encrypting Round r 
1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2r-1 

xor add add xor xor add add xor xor add add xor xor add add xor 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2r+1 

 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 
Ciphertext Block Output (16 Bytes) 

Explanatory Notes 
 

“xor” denotes bit-by-bit exclusive-or of bytes 
“add” denotes modulo 256 addition of bytes 
“sub” denotes modulo 256 subtraction of key byte from input byte 

Fig. 1:  Encrypting and Decrypting structure of the SAFER+ algorithm. 

Ciphertext Block Input (16 Bytes) 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

xor sub sub xor xor sub sub xor xor sub sub xor xor sub sub xor 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2r+1 

K2r Decrypting Round 1 
1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K1 

Decrypting Round r 
1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2 

1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 
Plaintext Block Output (16 Bytes) 

K2r-1 



Round Input (16 Bytes) 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

xor add add xor xor add add xor xor add add xor xor add add xor 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2i-1 

Operate with the 16 by 16 matrix M in modulo 256 arithmetic 
 

 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

add xor xor add add xor xor add add xor xor add add xor xor add 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2i 

exp log log exp exp log log exp exp log log exp exp log log exp  
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 
Round output (16 Bytes) 

Explanatory Notes 
 

“xor” denotes bit-by-bit exclusive-or of bytes 
“add” denotes modulo 256 addition of bytes 
“exp” denotes 45x modulo 257, where x is the input byte, with the 
     convention that the result 45128 = 256 is represented by 0. 
“log” denotes log45(x), where x is the input byte, with the 
     convention that log45(0) = 128. 

Fig. 2:  The structure of the SAFER+ algorithm for encryption round i. 



Round Input (16 Bytes) 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

xor sub sub xor xor sub sub xor xor sub sub xor xor sub sub xor 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2r-2i+1 

Operate with the 16 by 16 matrix M-1 in modulo 256 arithmetic 
 

 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

sub xor xor sub sub xor xor sub sub xor xor sub sub xor xor sub 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

K2r-2i+2 

log exp exp log log exp exp log log exp exp log log exp exp log 
 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 

 1   2   3   4   5   6   7   8   9  10  11  12  13  14  15  16 
Round output (16 Bytes) 

Explanatory Notes 
 

“xor” denotes bit-by-bit exclusive-or of bytes 
“sub” denotes modulo 256 subtraction of key byte from input byte 
“exp” denotes 45x modulo 257, where x is the input byte, with the 
     convention that the result 45128 = 256 is represented by 0. 
“log” denotes log45(x), where x is the input byte, with the 
     convention that log45(0) = 128. 

Fig. 3:  The structure of the SAFER+ algorithm for decryption round i. 



:           :                       .  .  .                    :        :          :  

.  .  . 

User-Selected Key (16 Bytes) 
1   2          ...         15  16 

Sum bytes  
bit-by-bit 

modulo two 

1   2          ...         15  16  17 

K1 

Select bytes 
2,3,...,15,16,17 

Rotate each byte left by 3 bit positions 

Select bytes 
3,4,...,16,17,1 

K3 1   2          ...         15  16  17 

Rotate each byte left by 3 bit positions 

Select bytes 
4,5,...,17,1,2 

K4 1   2          ...         15  16  17 

Rotate each byte left by 3 bit positions 

K2 

B2 

B3 

B4 

Rotate each byte left by 3 bit positions 

K17 1   2          ...         15  16  17 

B17 

Fig. 4:  SAFER+  key schedule for 128 bit key. 

Select bytes 
17,1,2,...,14,15 

Σ denotes bytewise  modulo 256 addition of 128 bit 

Select bytes 
1,2,3,...,15,16 

Σ 

Σ 

Σ 

Σ 

Rotate each byte left by 3 bit positions 



:           :                       .  .  .                    :        :          :  

.  .  . 

User-Selected Key (24 Bytes) 
1   2          ...         23  24 

Sum bytes  
bit-by-bit 
modulo two 

1   2          ...         23  24  25 

K1 

Select bytes 
2,3,...,15,16,17 

Rotate each byte left by 3 bit positions 

Select bytes 
3,4,...,16,17,18 K3 1   2          ...         23  24  25 

Rotate each byte left by 3 bit positions 

Select bytes 
4,5,...,17,18,19 K4 1   2          ...         23  24  25 

Rotate each byte left by 3 bit positions 

K2 

B2 

B3 

B4 

Rotate each byte left by 3 bit positions 

K25 1   2          ...         23  24  25 

Rotate each byte left by 3 bit positions 

B25 

Σ denotes bytewise  modulo 256 addition of 128 bit 

Fig. 5:  SAFER+  key schedule for 192 bit key. 

Select bytes 
25,1,2,...,14,15 

Select Bytes 
1,2,...,14,15,16 

Σ 

Σ 

Σ 

Σ 



:           :                       .  .  .                    :        :          :  

.  .  . 

User-Selected Key (32 Bytes) 
1   2          ...         31  32 

Sum bytes  
bit-by-bit 

modulo two 

 1   2          ...         31  32  33     

K1 

Select bytes 
2,3,...,15,16,17 

Rotate each byte left by 3 bit positions 

Select bytes 
3,4,...,16,17,18 

K3  1   2          ...         31  32  33 

Rotate each byte left by 3 bit positions 

Select bytes 
4,5,...,17,18,19 

K4  1   2          ...         31  32  33 

Rotate each byte left by 3 bit positions 

K2 

B2 

B3 

B4 

Rotate each byte left by 3 bit positions 

K33  1   2          ...         31  32  33 

Rotate each byte left by 3 bit positions 

B33 

Fig. 6:  SAFER+  key schedule for 256 bit key. 

Select bytes 
33,1,2,...,14,15 

Select bytes 
1,2,...,14,15,16 

Σ denotes bytewise  modulo 256 addition of 128 bit 

Σ 

Σ 

Σ 

Σ 


